Digital Innovation

Opportunities - LORaWAN & loT
& New Cyber Threats

Cyber for Good

Dec2019 = Goewe



oenda:

. How threats are evolving

. How we are operating now and
into the future.

. loT Networks in particular.

. How we can stay cyber secure




Evolution of the Cyber Threat Landscape

When | started:

Mainframe & LAN, remote connectivity via physical media
(paper & mag tapes), enemies were few and unsophisticated.
Simple days.

Now:

Hybrid cloud environments, mobile & remote access, BYOD,
partnership working, C2B, C2C, lots of threat actors, some
very sophisticated. Not so simple.

Next:

Fully joined up multi-agency working & data sharing, access
from any device anywhere, Al decision making, loT...
Ever more complex!




So lets start with
the changes in

technology
enabled care

£6.5M savings target, while improving
care related outcomes
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LoRaWAN

Long Range Wide Area Network

& « —Lwy

Sensor Gateway Actionable
Intelligence




Eastern Daily Press =]

Home = News | Sport Business GoingOut Features YourTown Opinion Property Jobs Motoring

Crime Politics Health Education Jobs Environment Tech Tourism Nostalgia Obituaries Weather Videos

HOT TOPICS: MENTAL HEALTH INSPECTION REPORT | NORFOLK CHRISTMAS OFFERS | CHRISTMAS | BOOKS FOR SCHOOLS

TICKETS ON SALE NOW! %

Temperature sensors to be installed on Norfolk
roads in trial to see if grlt runs can be cut

Dan Grimmer dan.grimmer@archant.co.uk angrimmer2
PUBLISHED 10 58 14 Novembel 2018 | UPDATED 10:58 14 November 2018

FIy NorW|ch

Jersey

BOOK TODAY

(§Loganair

Scotland's Airline



£3.4m
£25K per run



Norfolk’s
Leader

launching
Hackathon

ULTITECH@® FREECLI

Digital East Anghia o
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The largest free public
sector LoRaWAN
YInnovation network”’
deployment in the UK

NEWANGLIA
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More Use Cases
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About Us Our Depots Shipping & Export News & Events Careers Testimonials

BEN BU RG ESS USED MACHINERY NEW MACHINERY v HIRE MACHINERY v SERVICES AND SUPPORT

NSRS

USED MACHINERY ONLINE SHOP CONTACT US

8 REASONS TO BUY g

A brand new John
Deere combine
next harvest

CLICK HERE FOR FURTHER
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Ben Burgess Depot
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What else?






Farms
(Anti-theft)




Future Uses
What could you use this

Technology for?
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Back to Cyber.... Al

THE THINGS

NETWORK

How do we stay secure? sk

* Do the cyber security basics right (I’ll come back to this)
* Develop or buy in the skills to enable cyber security by design

* Leverage existing security from networks and services
 We use “The Things Network” worldwide commjnity for our LoORaWAN
network (featuring 128bit end-to-end encryption). We also get help from
Microsoft & Capita.

* Increase digital skills & cyber awareness of staff, suppliers, customers,
partners, citizens, patients, of all ages...



i \\ ~ We need to
&Y' develop digital
i skills across
Norfolk




Counal Staff & Members

Digital Skills for

varlous Personas




Schools

Digital
Skills for ::g

Children =






Care Providers
Digital
Skills for &
Care Homes




Libraries
Digital Skills
& Inclusion
For Residents

www.norfolk.gov.uk/digifest
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CYBER TIPS

Local public sector cyber resilience needs to build on the good
foundations of basic cyber hygiene: patching, NCSC ACD etc.

My top 3 recommendations to improve cyber resilience:

(1) Engage in national & regional support networks through NCSC,
LGA, WARPs, MHCLG&LRFs and Socitm regional groups.

Also work with appropriate suppliers and external organisations.
Find friends before the emergency...

(2) Make sure cyber resilience is a team effort in your organisation.
If you keep it to yourself in IT, you own it, alone...

(3) It’s one thing to believe you are ready for an incident but if you
don’t test and exercise, you aren’t well prepared. So practice...




Summ nclusion

We are committed to bringing world class aigital connectivity to Norfo upport
growth, social mobility, tourism, efficient public services & quality of life for our residents.

Digitally enabled new ways of delivering services and achieving outcomes are our best
opportunity to transform to cope with funding cuts and growing demand.

Ensure solutions are cyber secure b .nde,_,'_ 4 !
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https://www.norfolk.gov.uk/digital

