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Agenda

• Introductions
• Threat
• Policing Response
• Police CyberAlarm
• Cyber Resilience Centres
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Action Fraud 
•    41,000 cybercrimes to April 2024

Crime Survey of England & Wales 2023
 • 898,000 to September 2023 

DCMS Cyber Breaches Survey 2024 
• 1 in 2 businesses suffered breach or incident

Challenges for public & SMEs
• Complexity understanding how to protect yourself or your business
• Cyber security can be expensive
• Where do you go for help?

• Est 5.6 million UK private sector businesses - SMEs account for 99%
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Cyber PURSUE Cyber PROTECT

Cyber PREPARE
Cyber PREVENT

Cyber & Digital 
Specials & Volunteers

Force & ROCU Cyber Crime Units 
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“To provide policing with a more comprehensive 
picture of the cyber threat landscape, inform 
cyber defence strategy and collect evidence that 
can be used in the identification, pursuit and 
prosecution of Cyber Criminals.” 
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www.cyberalarm.police.uk

Data logs of suspicious activity pass through an encrypted one-
way flow to the Police CyberAlarm server

Receives logs from the Member 
Organisation

www.cyberalarm.police.uk

Sample Firewall Log​
date=2020-01-07 time=13:25:27 timezone=”GMT" device_name="CR500ia" device_id= C070123456-ABCDEF log_id=010102600002 log_type="Firewall" log_component="Firewall 
Rule” log_subtype="Denied" status="Deny" 
priority=Information fw_rule_id=3 ips_policy_id=0 appfilter_policy_id=0 in_interface="PortG.16" out_interface="PortB" src_mac=00:0d:48:0a:05:45
src_ip=172.16.16.95 src_country_code=“GB” dst_ip=192.168.5.2 protocol="UDP" src_port=42288 dst_port=53 sent_pkts=0 recv_pkts=0 sent_bytes=0 recv_bytes=0

Sample Spam Log
datetime=2017-05-26T19:36:48+0100|aCode=BY81J52RPjSmp7MrubnlZg|acc=C0A0|AttSize=1267|Act=Acc|AttCnt=2|AttNames=\”filename.docx”, 
“filename2.xlsx”\|MsgSize=2116|MsgId=messageId@mssageId
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Current Picture

Members: Over 7300 member applications. 

2022
394 Million suspicious incidents 
• 62,000  vulnerability scans 
• <2,100 critical/high vulnerabilities
• <14,200 medium vulnerabilities
• <3,300 Low risk vulnerabilities

2023 
• 50,100  vulnerability scans 
• 1,726 critical/high vulnerabilities
• 5,966 medium vulnerabilities
•    725  Low risk vulnerabilities



National 
Cybercrime 
Programme

www.cyberalarm.police.uk

Threats

Top vulnerabilities 

• SSL Certificate: Cannot Be Trusted
• TLS Version 1.1 Protocol Deprecated
• Web Application Potentially Vulnerable to Clickjacking
• TLS Version 1.0 Protocol detection
• HSTS Missing From HTTPS Server

Top sources of suspicious traffic
•  Netherlands
• United States
• Russia
• United Kingdom
• Bulgaria
• Denmark
• Germany
• China

Jan 2023

• 137
• 139
• 23
• 21
• 53
• 5353
• 8080
• 3306
• 3389
• 32760

Top Common attack ports

April 2023

• 58343
• 58463
• 51402
• 51446
• 22058
• 1143
• 67
• 32760
• 12118
• 5678

May 2023

• 443
• 53
• 80
• 23
• 10443
• 40746
• 5355
• 10051
• 547
• 20297
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Regional Cyber Resilience Centres
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Trust and Confidence 

Cyber Resilience Centres

What is a CRC?
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Cyber Resilience Centres

Regional CRC network



National Ambassadors



National 
Cybercrime 
Programme

Cyber Resilience Centres

Cyber PATH
 Services
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