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Challenges concerning the delivery of Integrated Care 
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Shifting the focus to (business) outcomes 

XDR-driven outcomes

Prioritise
by impact

Speed up 
investigations

Accelerate
response

How fast can we 
confidently respond?

How much can 
SecOps automate?

Are we quantifiably
getting better?

How quickly are we able to 
understand the full scope 

and entry vectors of 
attacks?

Are we prioritising
the attacks that represent 

the largest material impacts 
to

our business?

Detect 
sooner

Where are we 
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to risk? 

How good are we 
at detecting

attacks early?



Who we are

• Staffordshire and Shropshire Health Informatics Service
• Staffordshire County Council
• Stoke-on-Trent City Council
• Midlands Partnership University NHS Foundation Trust
• North Staffordshire Combined Healthcare NHS Trust
• University Hospitals of North Midlands NHS Trust
• University Hospitals of Derby and Burton NHS Foundation 

Trust
• Healthwatch
• VAST
• Support Staffordshire
• Primary Care Networks
• GP Practices



Joint Working Opportunities

• Shared PSN\WAN – Local Health Economy, Council, Fire Service

• Shared Datacentres

• Joint 24\7 Security Operations Centre

• Economies of scale

• Shared policies



Security Challenges

• Dot1x - Unknown device control, blocking of unapproved devices

• Device Profiling – Monitoring connected devices

• Logical Segregation of traffic – TrustSec

• Visibility – Cisco Secure Network Analytics, Encrypted Traffic Analytics

• Policies and Procedures – ISO27001, Service Desk Institute
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