
NHS Lancashire and South Cumbria Integrated Care Board

NHS Providers • Blackpool Teaching Hospitals NHS Foundation Trust

• East Lancashire Hospitals NHS Trust

• Lancashire and South Cumbria NHS Foundation Trust

• Lancashire Teaching Hospitals NHS Foundation Trust

• University Hospitals of Morecambe Bay NHS Foundation Trust

• North West Ambulance Service NHS Trust 

Local Authorities • Lancashire County Council

• Blackburn with Darwen Borough Council

• Blackpool Council

• Cumbria County Council

• Preston City Council (Central Lancashire ICP)

• Chorley Council (Central Lancashire ICP)

• South Ribble Borough Council (Central Lancashire ICP)

• Fylde Council (Fylde Coast ICP)

• Wyre Council (Fylde Coast ICP)

• West Lancashire Borough Council (West Lancashire MCP)

• Barrow-in-Furness Borough Council (Morecambe Bay ICP)

• Lancaster City Council (Morecambe Bay ICP)

• South Lakeland District Council (Morecambe Bay ICP)

• Burnley Borough Council (Pennine Lancashire ICP)

• Hyndburn Borough Council (Pennine Lancashire ICP)

• Pendle Borough Council (Pennine Lancashire ICP)

• Ribble Valley Borough Council (Pennine Lancashire ICP)

• Rossendale Borough Council (Pennine Lancashire ICP)

Clinical Support/ 
Commissioning 
Groups

• NHS North West Regional Specialised Commissioning Team

• NHS Midlands and Lancashire Commissioning Support Unit

• North West Share Infrastructure Service

Universities • University of Central Lancashire (UCLan)

• Edge Hill

• Lancaster University

• The University of Cumbria

Lancashire Fire and Rescue  North Cumbria County Council.  Southport & Ormskirk Hospital Trust

200+ GP surgeries 100+ of which on the COIN

David Willis  Acting Senior Information Security Officer

Voluntary 
Organisations

• Voluntary, Community, Faith and Social Enterprise Sector Alliance 

Lancashire Police | Commissioned Commercial Entities (Care Homes, Palliative Care, Step Down Units, housing associations) | DoE | DWP | Home Office | MOD | NCSC/GCHQ



How do we build 
both Defenses 
and Resilience?

Organisation

People

Technology
Ciaran Martin – Ex-CEO NCSC 



Organisation

• Do you understand 
your organisation ?

• Do your organisation
understand what you do ?



People

Senior Team

Cyber/IS/IG  Specialist(s)

Staff

Profit & Loss
Risk and Incident
Growth, Acquisition or Sale
Bottom Line what do I need to do my job

Threat Actor, Threat Vector
Vulnerability
Risk and Incident
Bottom Line what do I need to do my job

Bottom Line what do I need to do my job

Suppliers
Bottom Line what do I need to do my job



Technology

Cyber is about technology 



Technology



State of the Union ?

• Do you understand what your business do and does your business understand your role?

• Do you understand the languages used within your business and are you able to communicate ?

• Do you have the technology and resource to do your job sustainably?

• What does your business do when it all goes wrong ?



L&SC Plan?
• Visibility of the digital/cyber risk that exist at local organisation level.

• A response solution which can respond to incidents in real time.

• Understand the capacity, capability and sustainability of the teams

• Develop and hold a regional digital/Emergency Planning Resilience & Response event(s)

Link everything to the wider business


