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Finding the threads that bind information together 
and mending them when they break…

▪ University of Manchester
▪ Academic Coordinator for Cyber Security

▪ Professor of Cyber Security

▪ Voted Top 20 IFSEC Cyber Security Influencers 
Worldwide 2018 – 2021

▪ Co-director of UK Cyber Security Forum 

▪ Co-creator/Director of Research IASME

▪ Standards and good practice 

▪ Designed a method for human pen. testing

▪ Co-author of NCC’s Standard for IT Departments

▪ Co-designed, Save the World (Wide Web)

▪ Authored first source code escrow standard 

▪ Visiting lecturer: Cranfield University/
Defence Academy of the United Kingdom

▪ Fellow and founder member of CIISec

▪ Action research
▪ Ferranti Computer Systems

▪ The National Computing Centre

▪ The IASME Consortium

▪ Convener of The Ratio Club Revisited

▪ PhD A study of standards and the mitigation of 
risk in information systems

▪ Three Laws of Information and Cyber Security
(with Neira Jones)
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▪ China…just read the ransom note

▪ End users…stop clicking on stuff

▪ Government funding…no budget for upgrading*

▪ ‘IT’…it’s their job…isn’t it?

▪ NHS…too complex for words

▪ North Korea…just read the ransom note

▪ NSA…responsible disclosure; secure the backdoors!

▪ Microsoft, Apple-why is it broken in the first place?

▪ Shadow Brokers-for money, vigilantes, revenge?

▪ So….hack back? Consequences?
* …but you never specified the expected longevity
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CLICK

DON’T
CLICK

What we expect from people under duress

MiniCatalysIS4HO_dgd03.xls
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Successful attacks
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▪ Complement
Automate when that’s helpful;
let me drive when it’s not.

▪ Compensate
Preserve the safety of the system in the event 
of a cyber attack. 

▪ Confidence
Help me to trust that emerging vulnerabilities 
will be made known and corrected.

▪ Cooperate
Don’t entice me to ‘hack’ the technology – or 
co-workers – to get the transformations that I 
need.

▪ Correct
If I’m doing it wrong, use the collective wisdom 
programmed into the system to deliver the 
right outcomes.

▪ Community
Make it easy to work with other people in 
other systems.

▪ Cope
Let’s be resilient so that I can benefit from the 
system even when under cyber attack.

8

1J. C. R. Licklider
IRE Transactions on Human Factors in Electronics,
volume HFE-1, pages 4-11, March 1960
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▪ Openness

▪ Imagination, sharing

▪ Prefers routine, practical vs. curious, imaginative, spontaneous

▪ Conscientiousness

▪ Competent, self-discipline, goals

▪ Impulsive, disorganized vs. hardworking, disciplined, dependable, 
organised

▪ Extraversion

▪ Sociable, assertive

▪ Reserved, thoughtful, quiet vs. sociable, fun-loving, warm

▪ Agreeableness

▪ Trustworthy, good natured

▪ Critical, suspicious, uncooperative vs. trusting, helpful, empathy

▪ Neuroticism

▪ Unstable emotionally

▪ Calm, confident vs. anxious, pessimistic, unhappy
9

*Lim, A (2020, June 15). The big five personality traits. Simply Psychology. 
https://www.simplypsychology.org/big-five-personality.html
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Vulnerability = Environmental circumstances

+ Personal circumstance

+ Path(s) + ICT literacy

+ Risk literacy1

+ Emotional literacy

1where

Risk Literacy = Knowledge of risk

+ Knowledge of treatment

+ Willingness to deploy treatment
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Trustworthy Systems

Ability to self-preserve

Successful attacks

Period of inevitable risk

Vulnerable systems

Time

Systems
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