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Qoops, your files have been encrypted!
What anponod to My Computer?

rtant files are encrypted
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Time Loht ' g t some of your files for free. Try now by clicking <Decrypt>
L’_‘.‘ pl - ‘: . [_‘** - o0 fyouw n! o decrypt all your files, you need to pay
i = - fou re 3 days to submit the payment. After that the price will be doubled
s forever .

Your files will be lost on

V202017 00:A7:55 Paymaent is acceptad In Bitcoln only, For more information, click <About bitcok

Please check the current price of Bitcoln and buy some bitcoins. For more m.‘c-:maﬂan_

a4
——
=

Time Leh
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Statement on reported NHS cyber attack

¢ NHS organisations have reported to NHS Digital that they have been affected by @ ransomware attack which it

A number O
nisations.

affecting @ number of different orga
ware variant is Wanna Decryptor.

ion is at an early stage but we believe the mal
e any evidence that patient data has been accessed. We will continue to work with affected
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Where we started

 This wasn’t about Windows XP
 Most systems affected were unpatched Windows 7
* Resilience was there in the health and care system, but...

« Communications became a challenge as organisations dlsconnected

s
from the network oA
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 Inthe absence of a plan people made
their own decisions

Statement on reported NHS cyber attack




Significant progress
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What we have done
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Covid challenges

 Roll-out of remote working at scale and pace

* Increased reliance upon technology

 Global rise in ransomware

 Importance of backups

« Massive datasets — Test and Trace / Mass Vaccinations
 Supply chain risks — SolarWinds “Sunburst”

 Health and care is no longer sacrosanct



Recent cyber attacks on health

Coronavirus: Cyber-attacks hit
hospltal construction companies

. «{ Prosecutors open homicide case after B Hseisnae v
CYber-attaCI( on German hospital There is a significant ransomware attack on the HSE

IT systems. We have taken the precaution of shutting
down all our our IT systems in order to protect them
from this attack and to allow us fully assess the

coldoxf oo ldbofGrct h ol

dtt‘le S New Zealand hOSpltal faces Second situation with our own security partners.
week of disruption after major cyber o =
attack

: 'Callous' ransomware attack has caused
Iti tcl ] . .

hJ:,ﬁfdfiﬁfﬂ. 'catastrophic' damage to Irish health
T\ | care system

The attack has forced health workers to use paper records to keep services
operational.




The threat landscape

Hostile nation Criminal cyber
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state activity groups



Current priorities

« Removal or reduction of unsupported systems
Including versions of Windows 10 that are going out of date

Responding to High Severity Alerts when they are issued

Ensuring systems are patched and up to date

Having in place robust, reliable, and immutable backups
In line with National Cyber Security Centre guidance*

Strong cyber security is a non-negotiable part of transforming health and care.

*Offline backups in an online world - https://www.ncsc.gov.uk/blog-post/offline-backups-in-an-online-world



Connect with us

NHSX Cyber team contact:
cybersecuritysupport@nhsx.nhs.uk

Paul Barnes
paul.barnes@nhsx.nhs.uk
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